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RoboForm2Go Version.The manual applies
to RoboForm2Go version 6.6.4 and later.

How RoboForm2Go works

« It runs from USB disk and it attaches to
browser from outside.

* No installation to the client computer
required.

» Works even if software installs are
prohibited.

* When USB disk is pulled out, RF detaches
from the browser.
* All passwords are stored on USB drive, no
on client computer.

What is the difference between
RoboForm2Go and RoboForm?
RoboForm2Go does not require installation
a client computer, so you can use it on a
computer for which you have no Administrat
or Power User privileges. Since RoboForm?2
attaches to browsers without modifying systefr
registry, RoboForm context menu and standard

toolbar buttons do not appear in browsers. YouusnRoboForm2Go in locked down
environments, such as workplace or Internet cafgbput going through hassle of installing
software.

RoboForm is installed as a traditional softwareit san add context menu items and standard

toolbar buttons to browsers.

Requirements.RoboForm2Go works on Windows 98, Me, NT4, 200@3XP systems. It
does not work on Mac and Linux. Internet Explorersion 5.5, 6.0 or later is required. All
Service Packs and security patches must be irgtalle

The installation step is to be done only once f6Blkey.

Download RoboForm2Go.Click theDownload RoboForm2Golink and a popup window
will ask "Do you want to Run or Save this file?"smth like this. ClickRun.

Agree to Install RoboForm2Go.Once the download finishes, another popup winddhask
"Do you want to run this software? RoboForm2Go lheESystems". ClickYes" and
installation will begin.
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Language and License AgreementSelect language in which RoboForm2Go will talkyé.
Read the License Agreement and agree to it.

Setting Up Personal Data.

Select Removable drive to which RoboForm2Go wilirisalled.

If you have RF user data on this computer alregdy,may check option to copy your user
data to USB disk.

Click Next button and RoboForm2Go installer willbgoprogram and data files to the
removable drive.

Create Master PasswordMaster Password is one password that RoboForm2€oto
protect all Passcards, Identities and Safenotds.iFkhe only password that you actually need
to remember.

Tutorials. After you finished installing RoboForm2Go, you Mik offered a test/tutorial page
on which you can learn how to automatically save fdhpasswords using RoboForm2Go.

Starting RoboForm2Go.

* Insert USB Disk into USB socket of a computerifmtall any removable drive with
RoboForm2Go into its socket).

« If your removable drive allows AutoRun, then RateRoboForm.exe will start
automatically.

« If autorun did not work, then stdPbrtableRoboForm.exefrom the Removable Drive.

* Splash screen will show up. Wait until it disaggindicating that RoboForm2Go is ready
for use.

* RoboForm2Go taskbar icon will appear -- it mustppesent for RoboForm2Go to work.

* If you are new to RoboForm2Go, goRoboForm2Go Tutorial

Using RoboForm2Gao
* RoboForm2Go Toolbar will attach to all supporbedwsers.
» From this toolbar you can automatically loginveséogin info, fill forms.

Stopping RoboForm2Go

* Pull out your removable drive and RoboForm2Gd dal the rest.

* Or click RoboForm2Go taskbar icon and select.Exit

* RoboForm2Go will clean up after itself, so thaha of your data is left in memory or in
cache.

RoboForm2Go Taking Over RoboForm

If RoboForm is installed on a client computer and gtart RoboForm2Go on this computer
then RoboForm will switch into Portable mode: itlwead user data from your removable disk
until the removable disk is ejected. When you ejeetremovable disk, RoboForm will revert
to regular desktop settings.
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When RoboForm taskbar icon turns into Robot orBthg, it indicates that you are using
RoboForm2Go.

Note that if you try to start RoboForm2Go on a degkhat has old version of RoboForm (less
than 6.3.9) then RoboForm will not recognize presesf RoboForm2Go or it will not be able
to read Passcards of newer Portable RF.

This section is for advanced users only, for usdrs want to change locations of
RoboForm2Go folders on removable drive. Users wkdappy with default location of
folders (most users) can skip this section.

File Portable.ini placed into the folder of your removable disk ihigh
PortableRoboForm.exe resides may be used to satrcBoboForm2Go-only options that
affect RoboForm2Go startup.

The file has this format:

[Path]

DataPath = \folder\subfolder (default: \My Ro boForm Data\Default
Profile)

SearchOtherDisk = TRUE (default: FALSE)

ShowSplash = FALSE (default: TRUE)

UnpackTo = temp | appdata | mydocs (default: temp)

BinPath = \binfolder\forpass2go (default: \RoboF orm)

All options are optional and their default valuesi®wn in parentheses. Existence of
Portable.ini file is optional too. If it does notist, all these options assume default values.

DataPath option specifies location of RoboForm data foldemortable disk. The path should
be relative to the root of the device, that ishibuld start with backslash and it cannot include
drive letter.

SearchOtherDiskif TRUE, tells RoboForm2Go to search for RoboFoBuoData Folder
(usually \My RoboForm Data) on neighboring remoeattisk partitions, if it cannot find this
folder on the partition from which RoboForm2Go vetered. This is to be used with USB
disks paritioned into two or more partitions (exdnpassword-protected security partition
plus the main non-protected partition).

ShowSplashif FALSE, causes RoboForm2Go not to show splastdow on startup and
shutdown of RoboForm2Go. By default splash screesmown.

UnpackTo option, if defined, causes RoboForm2Go startupst specified folder for
unpacking its program files. By default RoboForm2a@gpacks its program files into
temporary files folder, RoboForm subfolder. On saomputers one cannot run executables
from the temporary files folder, this is where thgion comes into playJnpackTo = appdata
tells RoboForm2Go to unpack to RoboForm subfoldekpplication Data folderUnpackTo =
mydocsunpacks to RoboForm subfolder of My Documentseald
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BinPath, if defined, tells RoboForm2Go in which folderltmk for AiRoboForm-Portable.bin
which is compressed file containing RoboForm2Gagmm files. By default, this is
\RoboForm folder.

Locating Folders -- Startup Sequence

This is how RoboForm2Go finds its program and dalider when it is started.

* You insert USB key, Windows asks whether to rab&-orm2Go starter
PortableRoboForm.exe. Windows takes file to rumf@pen= line of AutoRun.inf file. Only
Windows XP SP2 does this consistently, earlierivassof Windows may ignore AutoRun.inf,
in which case you should start PortableRoboFormneseually.

* RoboForm2Go starter searches for file Portablenithe root folder of removable drive. If
not found, it looks for Portable.ini in the foldeom which it was started. If not found, it uses
default startup settings.

« If BinPath in Portable.ini is defined, starteeaskoboForm2Go compressed program file
AiRoboForm-Portable.bin from the folder specifiedBinPath. If not defined, it looks for
AiRoboForm-Portable.bin in "RoboForm" folder, néxtPortableRoboForm.exe.

« If DataPath in Portable.ini is defined, startewis for RoboForm2Go data files in the folder
specified in DataPath. If not defined, it looks @ata files in "\My RoboForm Data\Default
Profile" folder. If not found, it looks in "\My Ral~orm Data" folder. If not found, it looks for
"\My RoboForm Data\Default Profile" or "\My RoboForData" folder in the folder from
which PortableRoboForm.exe was started.

* If data folder is still not found and SearchOfisk in Portable.ini is defined then repeat data
folder search on removable disks that come aftéroafiore the disk from which
PortableRoboForm.exe was started.

Changing Default Folder Locations

If you prefer to store all RoboForm2Go files in soother location on removable drive, you
can move all RoboForm2Go files and folder to sonternal folder. Specifically, move file
"PortableRoboform.exe" and folders "Roboform" amMy'RoboForm Data". Or you can create
file Portable.ini next to PortableRoboForm.exe apdcify DataPath and BinPath in it. In
either case you should modify AutoRun.inf accordirtg preserve Auto-start function.

RoboForm2Go works with these file types:

Passcard RoboForm2Go saves online passwords into whatave ®asscard Once the
password is saved, RoboForm2Go will offer to filvhen you visit the login page again.

Bookmark. Same as Netscape bookmark or Internet Explonesria. Has a long text note to
be used for site notes. Bookmarks are shown togetitte Passcards, as they are a variation of
Passcards.

Identity . RoboForm2Go can fill long non-password forms (sas registration or checkout
form) from your personal profile that we call Elentity. You fill in your Identity once with all
your personal data and then RoboForm2Go will ethisrdata into web page forms for you.
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Contact. RoboForm2Go can also be used as an Address Back. entry in this Address
Book is called &ontact Contact is an ldentity with fewer fields thanist used in form
filling, instead it is used to lookup other peopkrsonal data. Contacts are shown together
with Identities, as Contact is just a small Identit

Safenote You can store often used secret and non-secttdragment in what we call a
SafenoteSafenote provides safe storage for importantvpasis that are not automatically
stored in Passcards and for other sensitive onaféed information such as ATM passwords
and lock key combinations.

Folder. All of the above file can be categorized ushadders-- same as Windows Files

Folders. You can build a tree-like structure udiders and stuff it with your Passcards,
Bookmarks, Identities, Contacts and Safenotes.

E RoboForm - |Search A ‘-;; Logins - ‘-;:2 Hotrnail - Bill (+13 @ Bill ‘williams ‘-ﬁ Save {3 Generate

1. Upper Toolbar. Appearsabovethe web page. To show or hide it, cliRkboForm2Go
button on standard IE toolbar. You may have tddliseveral times to make Toolbar appear.
Or selecWiew -> Toolbars -> RoboForm2Gim IE. The toolbar controls only the browser
window in which it appears.

RoboForm2Go toolbar is not visible. Why?

Why is RF toolbar mixed up with Links (Radio) toalg?

How can | customize the RoboForm2Go toolbar?

ERDhDFDrm ~ |Search w ;’:; Logins - ;’:g Hokmail - Bill (+17 S’Bill Wyilliams j& Save {3 Generate |3

2. Lower Toolbar. Appearsbelow the web page, follows web page both in positiom sine.
Used in browser windows that cannot have Upperaol- popup windows in IE, browsers
without toolbars (AOL, MSN). Has the same functiityaas Upper Toolbar and looks the
same. To show it, right-click web page that hatJpper Toolbar and select "RoboForm
Toolbar", or click RoboForm2Go Taskbar Icon anetsetShow Toolbar". The Lower Toolbar
controls only the browser window under which it ears.

3. How to Show / Hide ToolbarsClick the Green Robot icon on
Standard IE Toolbar to show/hide RoboForm2Go taolba
* If no toolbar is visible, then Upper toolbar isasvn.
If Upper toolbar cannot be shown then Lowerhaolis shown.
* If Upper or Lower toolbar is visible then it isdden.

¥ Show Toolbar

4 safepiotes *
& Identities ]
g’:; Logins
You can also right-click web page and select "RawofToolbar" X) et
menu item to show/hide the toolbar. For web palgasdannot be
right-clicked, click RoboForm2Go taskbar icon aetest "Show !
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Toolbar".

4. Taskbar Icon Appears in Taskbar (SysTray). It must be pregariRoboForm2Go to
work.

UsePasscardgo store form data that is specific to the web it you visit, data such as
User IDs, Passwords, Magazine Survey fields, etel d@an save any form data to Passcards
and use it to robo-fill a form later.

1. AutoSave Login Form Data to Passcard.

When you manually enter login data to login page @itk the Login (Submit) button
RoboForm2Go will offer to save this login info tdPasscard by displaying t@eitoSave
dialog.

Enter the new Passcard name into the dialog ackl cli
Save. If you have other Passcards already savetigor Save Forms - RoboForm [2][X]
web site, their names will be shown in the listaaoelow S ;f\’ﬂuldy'ﬂtﬁ_"ke F‘D?Dfﬂf;ﬂ o SanE?
the Passcard Name. You can select one of thesesramdsd oI B page n a Fasseart:

it will automatically appear in the Passcard Naraklf If -

you try to save to the existing Passcard, youlvell Passcard Name:
warned. Hatrnail - Bill
] Esisting Pazscards:
2. Forcing AutoSave. . Hotmail .Bil ™
AutoSave dialog pops up only if: Hotmail - Jenny

- filled form has a password field AND
form data that you are saving is different frormicitata Password-protect

that you have in existing Passcards for this domain [[]Save 43 Bonkmark

You can make AutoSave popup even if these cond;iuim] | Save || cancel |
not hold by:

- Holding ALT key and mouse-clicking the Login/Suibm #s

button on web page, OR by
- Holding SHIFT key and pressing the ENTER keyhiea password field (actually, any field
where ENTER causes form submission).

Use Forced AutoSave to:

- Save login info from pages that have no passwietits.

- Resave login data when login web page has chaag@édRoboForm2Go misses fields or
Login button but AutoSave does not come up autaralyibecause login data is saved
already.

- Save non-login forms for which you will need auttic submission by Login or
Fill&Submit.
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3. Manual Save to Passcard.

Click the Savebutton on the RoboForm2Go toolbar. The Save Falialeg will come up.
Enter the Passcard name and click OK. All form diaten all forms on the web page will be
saved to this Passcard. You can also invoke thee"Sarms" command by right-clicking the
web page and selectii@ave Forms

Note that Passcards saved in this way do not retiinrmation about button that you clicked to
submit the form (because you did not click any siltmutton). So if you try to Login or
Fill&Submit such Passcard, RoboForm2Go will finé thutton it thinks is the best Submit
button -- which may be different from the buttoruywanted to be clicked. Use Forced
AutoSave to tell RoboForm2Go which button to click.

4. Ignoring Fields in AutoSave and Login: Turing Felds.

Some sites require you to fill a field that changesvery login. The purpose of the field is to
test your intelligence and to make sure that yeunat a robot (or that as a robot you are smart
enough to pass Turing test).

This is what we want RoboForm2Go to do for Turiredds:

- Login command should execute as GoFill, so tleatgan fill the Turing field.

- Turing field should not be auto-filled in Logim GoFill, user will fill it per site instructions.
- Turing field should not be AutoSaved, as it chesgn every login.

This is how to mark a field as a Turing field usiPgsscard Editor.

- Let RoboForm2Go AutoSave passcard with all fiedis, including the Turing field.
- Open this newly saved Passcard in Passcard Editor

- Click a field that is a Turing field,

- Select "Edit -> Ignore Field".

Editor will put "$AnyValueHere$" into the field,

such fields will be ignored by AutoFill, Login aditoSave.

More Info

How can | disable AutoSave just for one web site?
How can | permanently disable AutoSave for all s&bs?
The AutoSave dialog does not come up when | expémt

Why?

jins v|@;‘g Hotmail - Bill {(+1) ‘ &

| Fil Foms H Fil & Submit ]

1. Matching Passcards button on RoboForm2Go Toolbar | Matehing Passcards

When you visit a web site for which you saved Pasi(s), the| & Hotmail - Bill [.]
RoboForm2Go Toolbar button that initially says '{peards)" | O Hotmail - Jenny

will show the name of the Passcard that matchesptge. Thi§ —; .. :

button is calledVatching Passcardsbutton. Click this button LAl Empty Fielcs Oy
when Passcard name is shown and forms on the pédew nos& s
filled from this Passcard.
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2. Matching Passcards Mini-Dialog.

If you have more than one Passcard that matchesieslthen ( +N ) will be shown next to
the name of the main matching Passcard, wherel¢isumber of additional matching
Passcards. Mouse over the Matching Passcards farttbRoboForm2Go will show mini-
dialog that lists all Passcards that match thes Sielect one of them and click Fill Forms
button to fill forms from the selected Passcard.

3. Fill & Submit.

Mouse over the Matching Passcards button and Majdhasscards mini-dialog will appear. If
you click Fill & Submit button in this dialog, RoBorm2Go will fill the form and then
automatically submit it.

You can make "Fill & Submit" a default button (iaity Fill Forms is the default button) by
going to "RoboForm -> Options -> Toolbar" and chiagK'Fill & Submit is the Default button
for Matching Passcards" option.

4. Edit Passcard and Other Commands.

If you want to view/edit one of the matching Pasdsamouse over the Matching Passcards
button, select the Passcard, click "..." and tledecs "Edit". The selected Passcard will be
shown in Passcard Editor.

Once you click "...", you will see many other commda that can be applied to a Passcard:

- Add Shortcut to Passcard to: Desktop, Links, Quiaunch.

- Rename, Clone, Delete Passcard.

- Login, GoFill, GoTo: navigate, fill and possit#ibmit from this Passcard.

- Protected/Unprotected: Change Passcards protestiatus.

5. Passcard Order.

If you have more than one Matching Passcard foel site, then RoboForm2@oders
Matching Passcards by how well Passcard URL matekbspage URL:

- Passcards whose URL exactly matches web pagevidlRappear on top,

- Passcards with partial URL match will appear nthe longer the match, the higher the
position,

- Passcards for which server part of URL exactlyaimes server part of web page will appear
next,

- Passcards for which only domain matches will applee last.

- Domain should match with all suffixes includelt is, www.google.com matches
mail.google.com but they both do not match www.demg.

Passcards with exact URL match are showodg in Matching Passcards mini-dialog.

5a. Default Passcard.

If two or more Passcards provide the same qualiticthen you can give a preference to one
of them by making it ®efault Passcard To make Passcard a Default Passcard, mouse over
Matching Passcards button, select this Passcand stlect... -> Set as Default"

Default Passcard name_is underlimed/Aatching Passcards mini-dialog.
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Before version 6.5 RoboForm2Go simply showed thiallePasscard as the top Matching
Passcard and it did not do any special orderingii®remaining Passcards. To get to the old
way, uncheck option "RoboForm -> Options -> Gene¥gbhow Matching Passcards with the
best URL match on top".

6. Selective Form Filling.

If you want to fill only some fields on the web ma@ot all of them), then select (highlight) the
part of the web page that you want to be filledlI'Forms". RoboForm2Go will fill only the
fields that you have selected.

7. Fill Empty Fields Only.

If you set theFill Empty fields checkbox in the mini-dialog that comes up when ymuse
over Matching Passcards button, then only thedigdat are not filled (empty) will be filled. If
this option is unchecked, then RoboForm2Go fillthbempty and non-empty fields.

8. AutoFill Dialog.
Another way to automatically fill and submit logiiata from Passcards is to usaoFill
Dialog, described elsewhere in the manual.

9. Fill Forms by Drag-and-Drop.

If the "Fill Forms" button does not fill forms frothe Passcard, you cdrag-and-drop field
values from the Passcard Editor to an online form:

- Start dragging the field by itfrag and drop handlgvhich is a picture of small suitcase,
- Select the field value or its part and then sleaigging theselection

- Not all applications will accept a drop part odg-and-drop.

10. Fill Forms by Copy-and-Paste.

You can also Copy-and-Paste values into the offidirma or an application:

- In Passcard Editor click the Handle icon, it witipy field value to Clipboard.

- In your online form or application place mousdigdd to be filled and press CTRL+V or
invoke Paste command using this application ugerface.

- Most applications can Paste from clipboard. Sorég-and-Drop does not work, use Copy
and Paste.
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# $ er; - Q’:g (passcards) @ Bill Wvilliams Qﬁ Save ‘3 GEME

% | Edit... . (Passcards) 57 Robafarm |
Mew, .. 35 Bleavista 5:; Security

1. Login. Prinkt List... e:; Anz er; Siber Systems

Click theLogin button on (Recently Used) |53 BBC 35 Software

RoboForm2Go toolbar and select a | B=stur 34 BestBuy </ Sonymusic

Passcard. RoboForm2Go will perfor| ~ =ear List 33 Bighigsavings < IA drivers

the entire login sequence for you: 43 Buy <= ¥ahoo

(i) Navigate your browser to the logi 33 CORomShop 4z ahoo - Bil

page, o3 Citymarket

(i) Fill the login info from Passcard, 4

(iii) Click the Submit/Login button.

5:; Diownload

. =7 Hatmail - Bil
Another way to login into Passcard e

i <7 Hatmail - 1
to click RoboForm2Go Taskbar Icor e HOtmall - Jenrry

select Logins and then select a a’r_; Lycas
Passcard to login to. The picture on a’r_; Microsoft
the right shows user selecting ',{f; MyBankaccourk
Passcard from the list. s Passport

o5 Pets
Yet another way to login to Passcaru .

is show Passcard in Passcard Editor
and then click the Login button in the Editor.

2. More commands: New Window Login, Go&Fill, GoTo,Fill, Edit, etc
- Click theLogins button in RoboForm2Go toolbar,

- move mouse cursor to a Passcard of your choice,

- right-click it.

You will see a list of commands that applies todheked Passcard:

- Login in New Windowommand logs you in in the new browser window.
- Go&Fill commands performs the first two actions from tiggrl sequence: navigate and fill.
- GoTocommand performs only the navigation action fasgeard.

- Fill Forms command fills forms from the selected Passcard.

- Edit command shows the selected Passcard in Passdswd Ed

- E-Mail command sends Passcard as e-mail attachmentyaingefault mail client.

- Add Shortcut Teommand adds shortcut pointing to this Passcaesitop, Links toolbar
of IE, or Quick Launch are on desktop. Clickinglsgtortcut causes Login to Passcard.

- Rename, Clone, Delet®@mmands rename, close or delete the selecteddpdss

- Protected/Unprotectedommands change protection status of the Passcard.

3. Recently Used Passcards.

Recently used Passcards are shown under "(Redésely Passcards)" in the Logins menu.
The most recently used Passcard is shown firstriRzently Used Passcards) heading,
it is also_underlinedh the main list of Passcards in the menu.

(Clear List) command clears up the Recently Uses$¢xads list.
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4. Multi-column and multi-page menu.

If your Passcard list does not fit one column,ilt be shown in many columns.

If your Passcard columns do not fit on one screeriti-page menu will be shown with Next
Page and Prev Page items that allow navigationdsstypages.

5. Login Browser options.
In "RoboForm -> Options -> Login Browser" you cat eptions that tell RoboForm2Go how
to do Login: in the same window or new window anavhat browser.

* Login from Toolbar opens web site in: Same/New ind

- Same Window (default): When you select a Pasdtand Logins menu of RoboForm2Go
toolbar, login will be done in the browser windoweve Passcard was selected.

- New Window: Login will be done in new browser dow, browser will the same kind as the
one where you selected Passcard.

* Login from Taskbar or Editor opens web site in: f@st/New Window

- Topmost Window: When you select Passcard fromnsgenu of RoboForm2Go Taskbar
Icon or click Login button in Passcard Editor, logiill be done in the topmost browser
window, that is, the most recently used browsedain.

- New Window (default): New browser window will lopened.

* RoboForm2Go New Browser Window is.

When the above option decides to open login inva lo@wser window, this option tells
RoboForm2Go which browser to use.

- Default Browser (default): Call default browser.

- Internet Explorer: Call Internet Explorer, evéit is not a default browser.

- Firefox: Call Firefox, even if it is not a defabrowser.

- Other: Open new instance of the browser idewtifig its EXE file. This EXE file is started
with URL as an argument.

* Popup Blocker option.

If you use an aggressive popup blocker, it willtiyblock RoboForm2Go from opening a new
browser window, because new browser window is aipap the simplistic mind of a popup
blocker.

Check the "Popup Blocker is active" option (On leyadilt) and RoboForm2Go will call
Default Browser when it needs to open window. Tases not guarantee that new window will
be opened, navigation can happen in the same winBowt does guarantee that there will be
navigation at all, which is better than nothing.

Note that Internet Explorer's own popup blockeaftppeared in SP2) does not have this
problem, so if you use IE popup blocker, theredsiaed to turn on this option. There we
recommend to use IE popup blocker and uninstatitaiér popup blockers.

* Default Action for RFP File (Passcard) is Login.
If checked then default action for Passcard filedgin.
If not checked (default) then the default actionPasscard is Edit.

6. Multi-Step Logins.
Some sites such as Bank of America with SiteKeyiregnulti-step multi-page login
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sequences. While currently RoboForm2Go cannotharentire sequence in one click, it can
do it in two clicks.

Saving Login into Passcards

AutoSave passcards for on each Submit of the Isguence:

* On the 1st login page: fill out UserID and ALT+4ak the Submit button. This page has no
password field, so simply clicking the Submit buatteill not cause RoboForm2Go to
AutoSave, but clicking Submit button while holdiAgT key will force AutoSave of passcard
for this step.

* On the 2nd login page: fill out the password afick or ALT+click the Submit button. This
will result in AutoSaving the 2nd passcard. Namiethe 1st and 2nd passcard must be
different, so that they do not overwrite each ather

* Passcard names should be descriptive yet slwthad you can easily recognize them. For
example, | usually name Bank of America passcafdEA-JS-1 and BOFA-JS-2 where
BOFA is the site name, JS is the initials of ac¢dwider (John Smith in this case), and 1 or 2
or even 3 is the number of the passcard in sequence

Logging in using Saved Passcards

* Select the 1st passcard from Logins menu (inexample this is passcard BOFA-JS-1), this
causes going to the 1st login page, filling formd aubmitting,

* 2nd passcard name will appear on top of Matclitagscards button in RoboForm2Go
toolbar when you come to 2nd login page (BOFA-J8-@ur example).

* Mouse over this passcard and click Fill&Submihi§ causes filling of login info from the
2nd passcard and auto-submitting, which concludesogin sequence.

* Make sure that the right passcard (2nd and rptcbsnes up in Matching Passcards button
when you get to the 2nd page. On sites that haedme URL for all pages or random URLs
RoboForm2Go will not be able to match passcartieécsspecific page.

7. Turing Passcards Login.

Some sites require entering some fields manuallyetify that you are a human or a decently
intelligent robot. Such Logins are called Turingitts and passcards for them are called Turing
passcards. Most popular examples of Turing logias a

- Entering random number offered as a picture ginlpage.

- Entering password using virtual keyboard providgdogin page.

You can make RoboForm2Go suspend the automated seguence and not enter anything
into Turing field (letting you enter it) using thgnore Field command described earlier in
AutoSave. However, you may need a reminder of whanter.

UselLogin Tooltip for providing such reminder. When you select Editgnore Field or Edit -

> Add Login Tip in Passcard Editor, special fielddinTip$ is added. Contents of this field are
shown when RoboForm2Go is logging into Turing passclt would typically say: "Type
password 123456 using login page virtual keyboard".
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1. Passcard Editor.

To view the saved form data, use Besscard Editor. To call it from the RoboForm2Go
toolbar, click the_ogins button and seleddit. To call it from the RoboForm2Go Taskbar
Icon, click it and seledtogins -> Edit. To call it directly from desktop, seleStart ->
Programs -> Al RoboForm2Go -> Edit Passcards

iF; a;ifc?ég E]?(')t(t)\:v‘c’)‘”ndo * Hotmail - Bill - Passcard Editor FEX
panes. Left pane shows Passcard Edit  View Action Tools Help
the list of Passcards and |E Save & Close | i‘}_‘ Protected c’lf-.) Logoff  $3login 3% GoFill 57 Goto
fo_IderS that you have. ‘%; By 8= login & hill_wims@hotmail.com
Right pane shows 3% CDRomShap _
contents of Passcard thd 33 Citymarket _ '”5_5""“1 = billpass
you clicked in the left 5 CNN loginoptions &2
pane. %% Download

S8 Hotmail - Bil
2. Saving and Closing. %4 Hotmail - Jenny
You can edit any fields %5 Lycos
in the Passcard. Click 35 Microsaft 3
"Diskette" icon on % e > http: //login. pazsport. netAuilogin, s Plo=10338d=2
toolbar or select HTML Default Frotectedi AES) 10,10, 2005

"Passcard -> Save" and
changes made to Passcard will be saved. Click "&a®@m®se" button and changes will be
saved and Passcard Editor closed. If you wantsttadil changes that you made, close the
editor by clicking Red X in upper right corner antden RoboForm2Go asks whether to save
changes, click No.

3. Passcard Protection by Master Password.

Protected/Unprotected button indicates and chaRgescard protection status.
- Protectedmeans that Master Password is required to opserPtsscard.

- Unprotected means that no password is require to view andhisd®asscard.
- You can change the protection status by clickimig button.

Logoff button indicates presence of Master Password boRarm2Go system.

- Enabled state of Logoff button indicates that tda®assword is cached in memory. All
Passcards protected by this password become auleessi

- Disabled state of Logoff indicates that Mastesd®eord is not cached in memory (logged-off
state).

- Clicking enabled Logoff button causes uncachihiylaster Password from memory.

4. Login/GoFill/Goto to Passcard.

Click theLogin button in Passcard Editor and RoboForm2Go willnopelefault browser
window and log you into this Passcard in this wiwd&oFill and Goto commands are also
available.
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5. Add/Delete a Note to Passcard.

Click "Add Note" icon (Note with +) icon on Editéoolbar or seledEdit -> Add Note in
Passcard Editor and Note field will be added toRhescard. Put your comments into this field.
Click ENTER in the field if you need more lines.e'Note field is not used to fill forms.

To delete note, click "Delete Note" icon (Note wRled X) or seledEdit -> Delete Note

6. Fill from Passcard.

SelectAction -> Fill Forms and RoboForm2Go will fill forms from this Passcardopmost
browser window. This is not recommended way tdfditms, as often it is hard to tell which
browser is on top. Filling from

RoboForm2Go toolbar is a better way.

™ Hobafarm Pascards | =t

7. Delete, Rename and Clone (e J[ P ) Fovmn ][ em ][ o Jiewns 4 i

Passcards, Toer o= Lok |2 @ Brosh page ooy M iner: |00 % Pini Paacarck v o H ks epansisly |9 l
Click Passcardin the main window 19218814 Dwteh

19216811 Dabak,cam
menu and select Delete, Rename or || s Liser D% mydatabid

Pazswordt MHDESS Fazswornds mydaekpass
Clone command and RoboForm2Go || aic s . S
will perform the selected operation. In B G
addition to that you can right-click a | toeos b armshotmeil com |Liser ID% ——
Passcard in the list of Passcards in tH “™ e P B -
left pane and select Delete, Rename or e (& e £ ) 8+

Clone command.

8. Print List of Passcards.

In Passcard Editor seldéasscard -> Print List A dialog appears that previews the printed
list of Passcards. You can click the Print butmpitint what you see or click Save to save it to
an HTML file.

9a. Send Passcard by E-Mail.

To send Passcard to a friend by email, open iassPard Editor and clidknvelopeicon in
Editor toolbar or selediction -> E-Maill.....

You can: (1) send Passcard unencrypted, (2) enitrigpta password that you would tell your
friend over the phone or messenger, or (3) sen@#sscard protected by Master Password --
this choice is not recommended as you would havelltgour friend your Master Password.

9b. Receive Passcard by E-Mail.

When your friend receives a Passcard in emailcaheopen it and the Passcard will be shown
in Passcard Editor. Of course, your friend hasateelRoboForm2Go installed.

Since Passcard opened from email resides tempiilesyolder of mail program, your friend

will not see it in the list of her Passcards. Tpythe received Passcard to her Passcard folder,
your friend should cliciCopy Home button in Editor toolbar of the temporary Passcard

10. Viewing Options

View -> Match URL.

Passcards have two URLs. TMatch URL is compared to the URL of the frame when
deciding whether Passcard matches the web pagésdtioeURL is used in Login, GoFill and
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Goto commands. These URLs are the same for sirmyieefweb pages, they may be different
in multi-frame pages.

View -> Empty Fields.
Show empty fields of this Passcard. By default ardp-empty fields are shown.

View -> Passwords As Stars.
Show passwords fields as Stars ****. By defaultfalds show their actual values.

View -> Always On Top.
Show Passcard Editor as Always On Top window. Atsoked by "Push Pin" icon.

View -> Toolbar.
Show/hide toolbar with commands in the Editor.

More Info.
* Passcard Security and Protection
* Backup and Restore Passcards and Identities

) 4

Basic Authentication is an old user authenticatrmcthanism that is used only by a few sites
now. It is also used to memorize Network Disk passin

Windows XP.

Connwct 16 e oot o i

3y

AutoFill and AutoSave.
Basic Authentication dialogs cannot be filled ovexiafrom
RoboForm2Go toolbar. R con arcr A
Both AutoFill and AutoSave work for Basic Authemion dialogs| ===  8m==
but they are controlled by separate options:
- "Options -> AutoSave -> Offer to save Logins frarab forms"
controls AutoSave for HTML forms.
- "Options -> AutoSave -> Offer to save Logins froviindows
dialogs in Browsers (Basic Auth)" ’ $
controls AutoSave for Basic Authentication.
- "Options -> AutoFill -> Offer to AutoFill web fons"
controls AutoFill for HTML forms.
- "Options -> AutoFill -> Offer to AutoFill Windowslialogs"
controls AutoFill for Basic Authentication.

Manual Fill Forms.
To fill Basic Authentication dialog from a Passcaslick dialog that you want filled and then
selectFill Forms from RoboForm2Go Taskbar menu.

Manual Save Forms.
To save a Passcard from Basic Authentication djallick the BasicAuth dialog that you want
saved and then seleégave Formsfrom RoboForm2Go Taskbar menu.
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No Ildentities.
Basic Authentication dialogs cannot be filled fréohentities, they can only be filled from
Passcards.

)

UseBookmarks to store web address (URL) of the web page thatwsited and your
comments.

1. Save Web Address to Bookmark.

Click Save button on RoboForm2Go toolbar or rigitkeweb page and select Save Forms.
Check "Save As Bookmark" checkbox in Save Formedia

Click Save button and your bookmark is saved.

The title of the page is saved as a Note and ynwchange the saved note in Bookmark Editor.

RoboForm2Go automatically checks "Save As Bookmahiéckbox if the web page has no
forms on it. Since many web pages now have formsiad forget to check "Save As
Bookmark" checkbox if you

do not need form data saved.

¥ VIA drivers - Passcard Editor |Z||E|r>__(|
Passcard Edit  Wiew Action Tools Help

2. View Bookmarks in
Passcard Editor. - — | & ;
To view bookmarks, use the ||X/SavetClose [ (& Protected /9 Logoff g7 Goto 4 4

samePasscard Editorthat 7 Roboform A |2 ; herboard hi
you use for Passcards. To cal gz Secuy EQSSTS or my motherboard are on this
it from the RoboForm2Go 33 Siber Systems | WIA model MB-111-222
toolbar, click theLogins 33 Software
button and seleddit. To call % Sonymusic
it from the RoboForm2Go r i
Taskbar Icon, click it and 5.7 fahoo
selectLogins -> Edit. To call s Tahoo - Bil
it directly from desktop, selec £ ? http: v, viatech. comdjspenddr/driver. jsp
Start -> Programs -> i Bookmark Mon-Default | Probected{AES) 31.10,2005 14:15
Al RoboForm2Go -> Edit

& +
Passcards

The entire text field on the right is text notettil@au can use to put your remarks about the site.
3. Go to a Bookmark.

From Toolbar: Click thé.ogins button on RoboForm2Go toolbar and select a Bookmar
RoboForm2Go will navigate your browser to the addr&tored in the selected bookmark.

From RoboForm2Go Taskbar icon: Select Logins ard #elect a Bookmark to go to.

From Passcard Editor: Open bookmark in PasscatdrEatid click theGoto button in the
Editor toolbar.
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4. Delete, Rename and Clone Bookmarks.

Click Passcardin the Passcard Editor and select Delete, Renar@éoe command and
RoboForm2Go will perform the selected operatiorttenbookmark shown in the editor. In
addition to that you can right-click a bookmarklue list of Passcards in the left pane and
select Delete, Rename or Clone.

5. Print List of Bookmarks.

In Passcard Editor seldéasscard -> Print List A dialog appears that previews the printed
list of Passcards and Bookmarks. You can clicktiet button to print what you see or click
Save to save it to an HTML file.

6. E-Mail Bookmark.
You can send Bookmark to a
friend by email. The
procedure is the same as fo
Passcard.

® Server settings - Safenote Editor

Safenote  Edit  Wiew Action Tools Help
| save alose [ {4 protected LY Logoff ThcopyTet B

" = H C

a e Custhr: 111222
(> ATM pass support: 040-12444444
|4 Bank zafe

Use Safenotedo store any r

secret text data (anything th g
RoboForm2Go could not g - = ver settings
save into Passcards):

* ATM card passwords,

* Safe lock combinations,

* Software activation codes,
* UNIX telnet and rlogin
passwords. ( +
* et cetera.

g 27.21.23.3
Lser: sm-bhoss
pass: j7kalrm

Protected{AES) 27,068,2004 15:45 IS

1. Safenote Editor.

All viewing and editing of Safenotes is done in Befenote Editor. To open it, click
RoboForm2Go Taskbar icon and selgafenotes -> Edit Or click Safenotesbutton in
RoboForm2Go toolbar and select Edit.

2. Make Safenotes Button Visible.

To make Safenotes button visible on RoboForm2Glbéwpright-click RoboForm2Go toolbar
and select "Customize Toolbar". Drag Safenotehiutom the left half of the dialog to the
right half. Click Close to confirm.

3. Create a New Safenote.

SelectSafenote -> Newn Safenote Editor.

Or selecRoboForm2Go -> Safenotes -> Newm RoboForm2Go toolbar.
Or selectSafenotes -> Nevin RoboForm2Go Taskbar icon.
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To create new Safenote and populate it with cuckpiboard contents:
SelectRoboForm2Go -> Safenotes -> Paste to New RoboForm2Go toolbar.
SelectSafenotes -> Paste to Neimm RoboForm2Go Taskbar icon.

4. Delete, Rename and Clone Safenote.

You can Delete, Rename and Clone safenotes byirdiSafenotein the editor and selecting
the corresponding command. You can also invoketBelemmand by clicking on the "Cross"
button in the editor toolbar.

5. Print List of Safenotes.

In Safenote Editor sele®afenote -> Print List A dialog appears that previews the printed list
of Safenotes. You can click the Print button tampwhat you see or click Save to save it to an
HTML file.

6a. Send Safenote by E-Mail.

To send safenote to a friend by email, open itafeSote Editor and clicEnvelopeicon in
Editor toolbar or selediction -> E-Maill.....

You can: (1) send safenote unencrypted, (1) endrgyta password that you would tell your
friend over the phone or messenger, or (3) senddfenote protected by Master Password.
The last choice is not recommended as you woulé katell your friend your Master
Password.

6b. Receive Safenote by E-Mail.

When your friend receives a safenote in email,cstmeopen it and the safenote will be shown
in Safenote Editor. Of course, your friend hasawehRoboForm2Go installed.

Since safenote opened from email resides tempélasyfolder of mail program, your friend
will not see it in the list of her safenotes. Tegdhe received safenote to her safenote folder,
your friend should clickCopy Home button in Editor toolbar of the temporary safenote

RoboForm2Go can also fill long non-password forjifes . 5

: . New Identit ?
from your personal profile that we call &tentity. = TR . |-—-|@
You fill in your Identity once with all your persah & Create New Identity
data and then RoboForm2Go will enter this data i
web page forms for you. So ldentity is a depositar

. - Create |

for all your personal data used in form filling. | demtity M arne:

Jenry wWilliams
Usually you would need one or two Identities: one . y
for registering for free stuff, another for makiregl | & M Identty [Use for Form Filing)

purchases on the web. () Contact [Contact Information Orly]
|dentity Cauntry:
y " Urited States -
( Pazzword-Pratect new ldentity
9% / ar \ ’ Cancel
. ()
[ + C /$0%'" ! s
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When you create a new RoboForm2Go Identity yowaaked whaCountry your Identity

resides in. The Country setting affects presemdtiomat of the Identity Editor and form

filling rules. RoboForm2Go respects the form fifjitraditions of your country. It knows the
territorial units of your country, format of phonambers, birth dates, post codes, and so on. It
also knows phone Country Code and long distand&pre

2. Edit personal form filling data using Identity Editor.

* To call it from the RoboForm2Go toolbar, clicketidentities button and seleddit.
* To call it from the RoboForm2Go Taskbar Icongcklit and seleckdentities -> Edit.
* Or you can select

Start -> Programs
->

Al RoboForm2Go

% Bill Williams - Identity Editor M=
-> Edit Identities. Eentity Edit Wiew Action Tools Help
|%|saveClose o (2 Protected 0 Logoff SRRl G MNewPerson £ [

Identity data is Summary | Person | Business | Address | Credit Card | Bank Account || Authentication | 4
presented in severd |= » Py
w
tabs. You can Title = Mr -
switch between Name = Bill ] Williams
1 First & Mi &3 Last

tabs by clicking
their headings.
Each tab can have

Job Title = Designer
Phone = 614-444 - 4444 » 5321 Country Code 1

several instances. Home Tel & 614 -222 -7777 888 | Mational Prefix 1-

For example, each Work Tel & 514 -444 - 4444 »/321

instance of Credit Cell Tel & 5585 -777-6666 Pager &

Card tab represent| Fax & 614-333-5555

one credit card, so Email & hill_wlms@msn.com

you can have morg vahoo ID & hill_jw MSN ID & hill-w

_than one C!’edlt car AOL Mame & billacl ICQ Mo & il
in an Identity. Protected(AES) My Identity  United Stakes 31.10.2005 14:41

3. Saving and LT

Closing.

You can edit any fields in the Identity. Click "[Rette” icon on toolbar or select "Identity ->
Save" and changes made to identity will be savédk CSave & Close" button and changes
will be saved and Identity Editor closed. If yourw#o discard changes that you made, close
the editor by clicking Red X in upper right corraerd when RoboForm2Go asks whether to
save changes, click No.

4. |dentity Protection by Master Password.

Protected/Unprotected button indicates and chapigeesction status.

- Protectedmeans that Master Password is required to opendéntity.

- Unprotected means that no password is require to view andhisédentity.
- You can change the protection status by clickimig button.
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Logoff button indicates presence of Master Password boRarm2Go system.
The meaning of this button is the same as in Pasdsé&tditor.

5. Add/Delete a Note to Identity.

Click "Add Note" icon (Note with +) icon on Editeoolbar or selecEdit -> Add Note in
Identity Editor and Note field will be added to therrent tab instance of this Identity. Put
information that did not fit standard identity filslinto the Note field. Click ENTER in the
Note field if you need more lines. The Note fiedchiot used to fill forms.

To delete note, click "Delete Note" icon (Note wWRlad X) or seledEdit -> Delete Note

6. Fill from Identity.

Click Fill button in Identity Editor or seleéction -> Fill Forms and RoboForm2Go will fill
forms from this Identity in topmost browser windothis is not recommended way to fill
forms, as often it is hard to tell which browseorstop. Filling from RoboForm2Go toolbar is
a better way.

7. Delete, Rename and Clone Identities.

Click Identity menu item in the Identity Editor and select Del&ename or Clone (Copy)
command and RoboForm2Go will perform the selectedrnand. You can also right-click the
Identity name in the left pane of the Identity Bdibr in RoboForm2Go toolbar and select one
of these commands from the menu that appears.

8. Change Country of Identity.

Go to "Edit -> Country" menu and select new Coulfdryyour Identity. If you cannot find

your country in the displayed list of countriedeseOther country.

Changing Country may cause some fields to lose Hadiies or values may become corrupted,
because different countries have different sefgetafs, with different formats.

9. Print List of Identities.

In the Identity Editor, seledtientities -> Print List. A dialog appears that previews the
printed list of Identities. You can click the Primitton to print what you see or click Save to
save it to an HTML file.

10. E-Mail Identity.
You can send Identity or Contact to a friend by infde procedure is the same as for
Passcard.

11. Viewing Options

View -> Always On Top.
Show Identity Editor as Always On Top window. Alswoked by "Push Pin" icon.

View -> Toolbar.
Show/hide toolbar with commands in the Editor.
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mail - Bill (+1) | & Bill wiliams | 39 save €2

| FitFoms || FilkSubmit || Edt |+
. . . Address Credit Card
1. Fill Forms from Identity using RoboForm2Go ® Home ) My Amex
Toolbar. O wark (® My Viza

Each of your Identities is shown on RoboForm2Ggq
toolbar as a button. We call this buttoMwg Identity | []Fil Empty Fields Orily
button.

% ! % 8

When you see a form that you need to fill, simpigkcthe button with your identity name on it
and forms will be filled from the Identity that yalicked.

If you want to show more than two My Identity button Toolbar, right-click Toolbar, select
Customize Toolbar and change "Number of My Idertiifjtons".

The Identity Editor may remain displayed when yoei@bo-filling forms. But remember that
changes that you make in the Identity Editor beceffextive only after you save them.

2. Selecting Tab Instances.

If you need to select a Credit Card or anotheirtatance before filling, mouse over the My
Identity button and RoboForm2Go will show mini-diglthat allows you to select Credit Card
and other tab instances to be used in form fillMgke your selection and click Fill Forms
button.

3. Fill & Submit.

Mouse over the My Identities button and form fiJimini-dialog will appear. If you click Fill

& Submit button in this dialog, RoboForm2Go will the form and then automatically submit
it.

You can make "Fill & Submit" a default button (bgfdult Fill Forms is the default button) by
going to "RoboForm -> Options -> Toolbar" and chiagK'Fill & Submit is the Default button
for My Identities" option.

4. Selective Form Filling.

If you want to fill only some fields on the web ma@ot all of them), then select (highlight) the
part of the web page that you want to be filledl'Forms". RoboForm2Go will fill only the
fields that you have selected.

5. Fill Empty Fields Only.

If you set therill Empty fields checkbox in the form filling mini-dialog that cosep when
you mouse over My ldentity button, then only tredds that are not filled (are empty) will be
filled. If this option is unchecked, then RoboFo@®fills both empty and non-empty fields.

6. Selecting Phone Prefix.

RoboForm2Go knows phone number format and couwite ¢or all major countries. When
filling forms, it adds Phone Prefix before the nientiPhone Prefix is set in Identity Editor in
Person tab. It can be set to one of:
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* None: no prefix (default option for the US),

* National: prefix that is dialed to call long dasice inside the country (1 in the US, 0 in most
Euro countries).

* Country Code: country code, used when dialingrfri@reign countries.

7. English Selection Values Option

This option is located on the form filing mini-dig that appears when you mouse over the
Identity in RoboForm2Go toolbar. If this option@s then English values are used when
filling out fields that are presented as selectionislentity and as plain text fields in online
form. If this option is Off then the value in thenuage local to your current identity is used.

8. AutoFill Dialog.
Another way to automatically fill and submit perabdata from Identities is to ugautoFill
Dialog, described elsewhere in the manual.

9. Drag-And-Drop Identity Fields to Online Form.

If Identity does not fill some fields automaticaliyou can drag-and-drop field values from the
Identity Editor to the online form. There are tways to pick up a field in Identity Editor:

- Start dragging the field by its drag-and-dropdiar(which is a small picture of a suitcase),

- Select field value or its part and then stargdrag the selection.

10. Copy-and-Paste ldentity Fields to Forms and Agdjcations.

You can also Copy-and-Paste values into the ofdirma or an application (most applications
can Paste from clipboard):

- In Identity Editor click the Handle icon, it witlopy field value to Clipboard.

- In your online form or application click the fieto be filled and press CTRL+V or invoke
Paste command using this application user interface

- You can copy and paste field combinations anateetgbs. The handle for a tab is at the
upper left corner of the tab.

More Info.

* |dentity Security and Protection

* Multiple Credit Cards and Addresses

* Frequently Asked Questions about Form Filling frioiantities
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/ % Bill Williams - Identity Editor =3
1 Identity Edit  Yiew Action Toaols Help
1 |X|Save & Close | (& Protected )7 Logoff  GUFIl &) Credit Card » [0 T4 449
= & Bill */illiarn: | | Summary | Perzon | Business ﬂ.ddress| Credit Card 4 ¥
a Perzon = - »
@ Business Card Type ﬁ|"-.-"ISE| V| =
o-® Address Card Number & |166611112222333
™ Home VYalidation Code &|576
= work Card Expires =06 v|] 2006 +|
1 =& Credit Card Eimm  Syyey
$ & My Amex valid From &| 06 v |1 2003 v |
- =] (=] LA =T L]
m Card User Mame = B, Williams
& Bank Account _ —
“h Athentication Issuing Bank = Citybank
S
! + b Custom __||Cust Svc Phone = 614-111-7777
*|| Intl S¥c Phone & +1-514-321-9876 ht
Protected{AES) My Identity Inited States 01.11.2005 9:44 In

$ «

0

These are tabs available in Identity:

- Person

- Business

- Address

- Credit Card

- Bank Account
- Authentication.

0

! +

Each tab can have mamstances Example: Credit Card is a tab in Identity. Creciird tab

can have many instances. So you can store many caeds in one Identity. Each tab instance

has a name.

There are two additional tabs in Identity that a@rirave instances:
- Summary. This is just a non-editable summaryllaftaer tabs.
- Custom. This contains user-defined fields.

Instance Tree in

Left Navigator.

The whole tab and tab instance hierarchy is shaaataee in the left navigator window:
- If tab has only one instance, it is shown a®a trode directly under the identity node.

- If tab has more than one instance, then thenioee under the identity represents the tab itself

(one level down) and children nodes of the tabasgnt individual tab instances (two levels

down).

When tab has only one instance, the name of thtamee is not shown, instead tab name (such
as Credit Card or Person) is shown. When you cssatend instance of the tab, then the first
instance of the tab gets the default name "[Maivipu can change the default instance name

by renaming the

8896 /012 345

instance.
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Create New Instance.
Select tab in which you want to create new instdoycelicking it in the list of tabs.
A button with current tab name in Editor Toolbadicates what tab you selected.

Click "New <Tab Name>" button in Editor toolbar,

this would create new instance of tab.

For example, to create second Credit Card, cligled Card" tab, then click "New Credit
Card" button.

Delete Instance.

Click tab name in Editor toolbar, select Deletés thould delete the current instance.

Or right-click the instance in the Left Tree Navigaand select Delete.

For example, to delete an Address that you do @etinselect the Address to delete in Left
Navigator Tree, then select "Address -> Deleteboibar or right-click instance in the tree
and select Delete.

Rename Instance.

Select the instance to be renamed in the Left Naaegator, right-click it and select Rename.
Or click tab name in Editor toolbar and select Re@aThis would rename the selected
instance.

Clear Instance.
Click tab name in Editor toolbar, select Clear.sTWould empty all values in the current
instance.

Form Filling with Instances.

Mouse over the button that has name of your Idenotitit. A list of all instances will be shown
and you will be able to select what instances tingorm filling before clicking Fill Forms
button.

/ 1 (

Identity is made of tabs. Every tab representstg@cbin real world. So Identity bundles
together a bunch of related real world objects.téttls can have multiple instances, each
representing an object of the same kind.

The meaning of most Identity fields is obvious,ehare some explanations for those that are

not.
2" /1
( (( !
0 ! / (
2 1
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Several persons that form a family usually appeamie Identity. In a business world, several
Persons who belong to the same Business can letpuane Identity.

Title is the same as Salutation.

Phone Numbers

* Phone Number format depends on Country of yoentiy, so make sure that Country is
correct.

* Do not enter country code and/or dialing prefixet® Phone Numbers. RoboForm2Go
generates these prefixes automatically when fillorgns. Example: German phone number
"551 53 11 508" should not be entered as "0-55145808" or "+49-551-53 11 508",
RoboForm2Go can generate both long distance pi@fiand country code "49" when filling
forms.

* The field after "x" is for Extension. Put it ifiyour phone number has one.

* Phone is your default phone, it is filled whenlwsgte form asks for Phone without saying
which phone it is -- Home or Work.

* We assume that your Daytime Phone is same as\Wauwk Phone and your Evening Phone
is same as your Home Phone, that is that you wiadlaygime and go home in the evening.

Income: put in an integer in dollars, do not use comndass or dollar/pound signs.
Driver License Number. do not use dashes or spaces.
2) 1

0 0 1,$3 I
#"$ 0 & ) * )

Business has a name, Web Site, business typ&iness address is stored in Address tab.
Business phones are stored in Person tab. If yowotknow any specific person in the

business, you are filling fields for a virtual pemssuch as phone operator or sales or support
person.

2* 1
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Address format depends on Country of your Identitgke sure Country is correctly. Country
field in Address tab is not editable, you can cleangn Edit -> Country, thus changing the
Identity country-related formats and rules.

Address Line 1contains House Number and Street Name.

If you use a PO Box, put the PO Box number inte lime like so: "PO Box 10101".
Address Line 2contains your Apartment Number like so: "Apt. 202"

Actually you can put whatever you want in both ¢§ine

Zip 5+4: the last 4 digits of the Zip code are not reqilire

Moreover, some sites allow Zip codes only with &itgi

5 0 0 "( #

Credit Card Number: enter it without dashes or spaces.

Card Validation Code: this is a 3- or 4-digit number that is usuallynped next to your
signature. This is a new credit card verificatieattire that is requested fairly often by sites.
Card User Nameshould be in format "FirstName LastName", no MaHfitial is allowed.
Card Customer Service Phonas the 800 number of Customer Service of your @ssding

Bank.
2) * 1
I ( # #
(
2* + 1
6 (# 2
$

TheUser ID and Passwordields are your *default* passwords. When you wiangave an
existing UserlD/Password pair, use Passcards ifgrdb not put them into Identity. Put into
Identity the default low-security UserlD/Passwosdrghat you would use for security-
insensitive sites.

Password Questions the question that that sites ask you when goget the password. Many
sites allow you to define this question, hencefigld. A common question is "What is your
mother maiden name?"

Password Answeris your standard answer to the standard questionea

88966 /012345 &'()*+,*-. " #$ %
EFG-EH 'G)*+*-. <@A3BC 03D =89>>7><4 ;



“ /-\."" RoboForm2Go

BOX "E $%

www.boxlink.net

* =¥ AutoFill - Rob... [2)[X]

I
e from Passcands:

1. Do You Really Need AutoFill? Holmail -Bill [

AutoFill was the recommended way to fill forms in Hotmail - Jenny
RoboForm2Go ver 5 and before. In ver 6 AutoFithdg needed
for filling/saving HTML forms as it is fully replaad by the
toolbar. It is still needed to fill Basic Autherdiion forms,
though.

& from |dentity:
Bill “illiarns

[T Fill Empty Fields Only
| Fil Forms | lFiII 2 Submit] [ua v]

Some people like AutoFill dialog because:
- If one uses AutoFill dialog, he can hide RoboF2@o toolbar,
- AutoFill attracts more attention than button ba toolbar.

$

Some people (including us) do not like AutoFillchase:
- It takes space when it pops up, so it can higaraof web page.
- Sometimes AutoFill appears when you do not wadfilltforms, it can get annoying.

2. How Does AutoFill Work.

By default AutoFill dialog is disabled. To enabletaFill dialog,
go into "RoboForm -> Options -> AutoFill" and

check "Offer to AutoFill Web (HTML) Forms".

AutoFill dialog pops up if you navigated to web pabat contains:
- a password form for which you saved a Passcard frhich this form can be filled, OR
- a long (more than 4 fields) non-password fornt Ba@boForm2Go can fill.

AutoFill dialog shows the list of:
- Fillable Passcards AND
- ldentities, all of them.

How to Fill:

- Click the Passcard or Identity you want to fithrin and selected Passcard/Identity is
highlighted.

- Click Fill Forms button or press the Enter key and forms will ledifrom the selected file.
- Click the "No" button or press the ESC key if yam not want to fill forms.

3. Fill & Submit.
If you click Fill & Submit button in this dialog, RoboForm2Go will both fiirms and click
the Submit button for you.

If you want to make "Fill & Submit" a default buttdinitially Fill Forms is the default button)
when Passcard is selected, then go to "RoboFom@ptns -> AutoFill* and check "Fill &
Submit is the Default button for Matching Passcards

If you want to make "Fill & Submit" a default buttavhen Identity is selected, then go to
"RoboForm -> Options -> AutoFill" and check "Fill &ubmit is the Default button for My
Identities".

88966 /012345 &'()*+,*-. " #$ %
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4. Fillable Passcards vs Matching PasscardEillable Passcards are defined as Passcards
that:

-- Have URL that matches URL of the current webgya@ND

-- Can fill forms on the current web page.

Note that AutoFill lists fewer Passcards than Rabbof2Go Toolbar, because Toolbar matches
Passcards only by URL while AutoFill actually triesfill forms from Passcards invisible and
rejects Passcards from which forms on the pageatdrafilled.

5. Manually calling up AutoFill.

If AutoFill dialog does not come up, you can callip: right-click the web page and selEdt
Forms.

Or click RoboForm2Go Taskbar Icon and select Folinks and RoboForm2Go will popup
AutoFill for the topmost (last seen) web browser.

6. Temporarily Disable AutoFill.

If you want to be able to quickly turn off the A&it) dialog, go into "RoboForm -> Options ->
AutoFill" and check "Show Enable/Disable AutoFilramand in main menu" option.

This will add "Enable/Disable AutoFill* commandRoboForm2Go main menu in Toolbar
and Taskbar icon.

7. When AutoFill Pops Up: Fine-Tuning Rules

In "RoboForm -> Options -> AutoFill -> When AutoFRops Up" you can control popping up
of AutoFill:

* Only from Passcards / Only from Identities

By default AutoFill pops up when it can fill fordm Passcards OR ldentities.

Using this option, you can limit popups to Passsamaly or Identities only.

* Only On Pages with Passwords

By default AutoFill from Passcards pops up onlypages that have password fields. If you
uncheck this option, AutoFill will popup on pageghwno password fields, as long as there are
matching Passcards for the page.

* Number of Fields that Trigger AutoFill from Identit y

By default AutoFill from Identities pops up if treeare at least 4 fillable fields on the page.
You can change minimal number of required fieldthis option.

8. Customizing AutoFill Dialog Appearance

In "RoboForm -> Options -> AutoFill -> AutoFill Diag Appearance” you can change
AutoFill appearance:

* AutoFill Dialog Position

By default AutoFill dialog appears to the righttbé browser window, outside the window
(Right Out). You can change it @enter-- in the center of the browser window, oRight In
-- inside the browser window, to the left of thghti border of the window.

If there is no enough space on the outside of beowsndow for AutoFill to appear, it will
appear inside the window.

* AutoFill Steals Keyboard Focus

By default AutoFill dialog does not change the kesta focus when it appears. If you check
this option, then AutoFill dialog would steal keyrd focus when it appears. That is, you will
be able to use keyboard commands of AutoFill dialitgout clicking it with the mouse first.

88966 /012345 &'()*+,*-. " #$ %
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* Hide AutoFill when Browser is not on top

By default AutoFill dialog remains visible when wrtying browser window becomes
inactive, that is, when browser window is not the window on desktop. If you check this
option, RoboForm2Go will hide AutoFill dialog if derlying browser becomes in active (not
topmost).

9. AutoFill Without Asking .

If you want RoboForm2Go to fill all forms withoutquesting permission (we do NOT
recommend this) then open the Options dialog, $wtiicAutoFill tab, make sure that "Offer to
AutoFill Web Forms" is checked and then checkAloFill Without Asking checkbox.

Then instead of showing the AutoFill dialog RobaRaGo will fill forms from the best fitting
Passcard or if no matching Passcards are avaifade,the most recently used identity.

(

These commands are not related to either Passmaldientities.

1. Clear Fields.
"RoboForm -> Fields -> Clear Fields" command cledk§ields. It clears all form fields or all
selected fields.

2. Reset Fields.

"RoboForm -> Fields -> Reset Fields" command reskfields or all selected fields to their
default values (values that fields had when theegagshed downloading). If all default field
values are empty, it performs the same action &satG-ields".

3. Set Fields.

"RoboForm -> Fields -> Set Fields" command setsladickbox fields in a form or its selected
fragment. This command also works on fields of ptiipes. It puts the value of a custom field
named "Set Fields Value" into all fields in therfoor all selected fields. You can use it to fill
several adjacent fields with one value.

4. Putting these Commands on Toolbar.

Each of these commands has a button for it on RmipeEGo toolbar. To make this buttons
visible, right-click RoboForm2Go toolbar, selectsfamize and move these buttons into
"Current toolbar buttons".
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[1] + ) 3
Search Box appears between RoboForm2Go button ycos|

. w57 Logins + 20
Logins button on RoboForm2Go Toolbar. 3 ¥

122 Login to '@Lycos!

. &V search lycos' in Yahoo F3
Start typing a word or sentence and RoboFOrm2G0 ‘| o cearch tyeas' in Gongle Fe
show you where the typed word/sentence can be &3 Search 'lycos' in RoboForm Files  F7
searched or what other actions can be applied fo it | &9 o to v lycos.com Fa

you press ENTER, the first shown choice is execute | §; Translate lycos' fram DE ta EM
Use up-down arrow buttons or mouse to select anotl| 3 search lvcos' in eBay

search choice. ¢ Loakup 'lycos' in Merriam Webster
%:1 {iCustomize Search Box)
Default Action. When you select an item in search box, 4

its default action is executed:

- For Passcards default action is Login,

- For Bookmarks it is Goto,

- For Safenotes and Contacts default action is Edit

- For ldentities default action is Fill Forms,

- For Search Engines and SearchCards default asti®earch.

Alternative Actions - RightClick.

Or you can right-click the item in the search bisk&nd

select aralternative actiorto be applied to the typed string.
Example: you can Edit passcard that you found austd Logging in, or
you can Login In New Window instead of Login in SakVindow.

Find Passcard, Safenote, Identity by Name

Search box shows Passcard, Safenote and Identitgsnthat have the typed word as a part of
their name. If you typed less than 3 charactes)atvs Passcard, Safenote and Identity Names
that begin with the typed sequence.

Search for String in RoboForm2Go File Contents
Type a word in Search Box, select "Search 'wor&aboForm Files" and
typed "word" will be searched in bodies of all RBbam2Go files.

Query Search Engine (Yahoo - F3)

Type a phrase in Search Box, select "Search 'phra¥ahoo" or click F3 and
typed phrase will be searched in Yahoo search engin

More search engines are available thru customizatio

More Search Engines (Google - F6)

Enable "Search '‘phrase’ in Google" or any otheckezngine in Options -> Search.
Type a phrase in Search Box, select "Search 'phra&mogle” or click F6 and

typed phrase will be searched in Google.

Any search engines or information lookup can besddesing SearchCards, see below.

NEW searchCards - Ultimate Flexibility in Search
Any sequence of: (i) navigating to the web pagdgfiling forms from passcard, (iii) clicking
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Submit button, can be automated usirgearchCardavailable at RoboForm2Go ver 6.7.6.
Word or sentence that you type in Search Box bes@nergument to SearchCard, and when
you type a word or sentence in Search Box, seleetod the SearchCards and click ENTER,
the whole navigate-fill-submit sequence is execuatgimatically for you.

Download SearchCards from SearchCard Place

Our staff and outside contributors have createdehaluable SearchCards
that will save you hours of clicking on the Web.

You can download them for free froBearchCard Place

How to Create a SearchCard

* Navigate to a web site, say, to maps.google.dbgo(l want to create a SearchCard for
Google Maps).

* Type wordrfarg (for argument) into the search/lookup field.

* ALT+Click the Submit/Search button, in this exaepSearch Maps" button.

* AutoSave dialog comes up, with "Save SearchChoX'checked.

* Type descriptive name into Passcard Name, suéf®asgle Maps".

* Click "Save" and your SearchCard is saved.

* Now when you type "11781 Lee Jackson Memorial H¥p 22033" into Search Box,
Google Maps appears as one of Search Choicesu i§gfect it, RoboForm2Go goes to
maps.google.com, enters "11781 Lee Jackson Mentdwig| VA 22033" into search field,
and clicks Search Maps button.

* Since this SearchCard executes 3 steps, it isccal 3-step SearchCard.

1-step SearchCards vs 3-step SearchCards

If search argument appears in URL of the web pagensults, then it may be possible to
navigate to the result page directly and searchraegts embedded into URL will cause web
site to perform the search.

If RoboForm2Go sees thdtrg string that you entered into search field appaat$RL of the
results page then it will offer to save 1-step Sk@ard that goes to the result URL directly.
Note that not all SearchCards work in 1-step véayias often all 3 steps are required. Example:
Google Maps SearchCard does not work as a 1-stagl8eard, it requires 3 steps.

Domain Completion SearchCards

When you want to automate adding prefixes and»aesgfto domain name, such as
www.word.com, www.word.org, www.word.co.uk, you cda it using 1-step SearchCards.
Example: you want to create a SearchCard thanaillgate tovww.word.ac.uk when you
typeword. Download and save any other Domain Prefix/Sud@archCard, for instand@p
to www.arg.orgfrom SearchCard Place In this passcard change URL from
www.%rfarg%.org to www.%rfarg%.ac.uk and Prompt$®m to www.%rfarg%.ac.uk".
Name this searchcard appropriately (say, WwwArgAcald you are done.

Text Selection as Search Argument

Select any text on web page and click RoboForm2&¢h Box and
the selected text appears in Search Box automigtical

All you have to do is to select search action fitbemenu.

Example: select Siber address on@untactpage and then

select Google Maps (created per instructions abiowg) the search list.
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Hot Keys.

Every SearchCard can be assigned a Hot Key, so that
instead of going up and down the list of Searchi€ds

you simply click the Hot Key for this SearchCard.

Hot Keys are assigned in RoboForm2Go -> OptionSearch.

Search Prompt

You can control what is shown in Search Box forrySaarchCard.

Edit the Prompt$ field in the SearchCard using €assEditor.

%rfarg%is replaced with the typed sentence.

For instance, you may want to have the followingr®pt$ in Google Maps SearchCard:
Show "%rfarg%' in Google Maps

Argument Entry Dialog.

If you select SearchCard from Logins menu of Roliofa§50 toolbar then SearchCard
Argument Entry dialog will be shown, it request$ues of searchcard arguments.
You can change prompts for arguments using the prréieid of the searchcard:
%rfarg:-Enter Address Here%

that appears in Prompt field of SearchCard setsiptdo "Enter Address Here".

Multiple Arguments.
You can have more than one argument to a SearchCard

In this case arguments should appear in Searcre@&fdfargl% %rfarg2% and so on.
When you enter more than

argument in search box, they

should be separated by
(comma).

& save Forms - RoboForm

s ould pou ke Robofarm to zave farms on this page to a Pazscard’
<\ wiouid youlike Robof f hi P d?
@
Pazzcard Mame: New Folder...
You can use RoboForm2Go | |Hotmai - Bil fat Em; _
Folders for the same purposq Esisting Passcards: DSS
you use Windows folders -- tq |EETIETEN:] —J & Persnal
organize and classify your Hotmail - Jenny
files, in this case Passcards,
identities or Safenotes.
Home Folder and Tree of Passwordprotect
Folders. o []5ave As Bookmark
You start building your tree o ; | [] &dd Shartcut to Desktap
folders from the Home Folde Save [ Cancel v] ] I:l.":".dd Shortcut to Links Toolbar
All your Passcards and 4S s

identities are initially stored in
theHome Folderand if you never create a sub-folder in Home Folgeu will have a
completely flat set of files.
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You can create one or more folders in the Homedfaad put your RoboForm2Go files into
them, this classifying your files.

Creating Passcard (or any File) in a Folder.

When creating a new Passcard in SaveForms diatage(@ Identity in New Identity dialog or
Safenote in New Safenote dialog), click "Createlduatton in the dialog and RoboForm2Go
will show you the previously hidden right half dietdialog that allows you to select the folder
into which the newly created file will placed.

Creating New Folder.

When creating a new file (such as in Save Formisgliaselect the existing folder and click

the New Folder button. New folder will be creatadhe selected folder after you enter new
folder name. Initially you only have Home Foldes,y®ur first new Folder will be created in
Home Folder.

Eg:ggg ﬁmLEg'gi'o WP = Family\Hiotmail - Bill - Passcard Editor M=
in Logins (Identities Passcard  Edit Wiew  Ackion Tools  Help
Safenotes) menus in |E Save & Close | l"I‘ Protected P Logaff ;;g Logir ,;Et o Fil w,; Goka
RoboForm2Go Toolbarp - fa} Home 8= login & hill_wlms@hotmail.com
and Taskbar. The tree (L1 Business g 1 alEi '
folders is shown as [ Family Il o R
cascading menu and cd 23 Hoteldiscounts loginoptions =2
drill down into the e Hotrmail - Bill
folder just by mousing 34 Hotmail - Jenny
over it. 23 Pets

7 Sonymusic
Folders in Editors. 2 Tahoo - Bil
Open Passcard, Identit =-3 Personal
or Safenote Editor and d Altavista v
you will see the tree of | # > hittp: //login. passport. netAuilagin, s ?le=1033%id=2
folders that you createq HTML Diefault Protected{AES) 31.10.2005 14:06 i}
in the left Navigator & +

window. If you click the
"+" on the folder, the folder will open to show d@sentents. If you click the folder itself, the
files contained in it will be shown on the right.

You can do a number of file/folder operations udtutitors.

Copy File from Folder to Folder.

Go to the source folder, right-click the file to dapied in the left navigator pane and select
Copy or press CTRL+C. Then right-click the destinatiolder and seledPasteor press
CTRL+V. File will be copied.

Move File from Folder to Folder.

Go to the source folder, right-click the file to im®ved in the left navigator pane and select
Cut or press CTRL+X. Then right-click the destinatfotder and seledPasteor press
CTRL+V. File will be moved.
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Delete Folder.
Right-click folder and select Delete.

ThePassword Generatorgenerates random
passwords of any length. Randomness of generat

% Password Generator - ... E”§|E|

passwords makes them hard to guess.

i Pazzword has been generated. Drag it to any
Startmg Password Generator field. Click Copy to copy it ta clipboard. Click

- Mouse over the Generate button in RODOFOrm2Q Generate ta generate new password
toolbar; OR

- Click RoboForm2Go button in toolbar or mP05Ezu3 v
RoboForm2Go Taskbar Icon and select "Tools -> |  number af characters: g =
Generate Passwords". 47 Faz @09 [

- When the Generator window comes up for the fir] [ Exclude similar characters

time, it automatically generates new password. [ Hexadecimal 09, AF

- To generate another password, clizénerate ,

button Bit Strength = 47

| Cose || Hep |

Filling Generated Passwords into HTML forms
- Click Fill to fill the generated password into &

password fields.

- If you want to fill only some password fields)eset them before clicking Fill button (grab
text before and after the fields too).

Using Generated Passwords in Other Applications

- Click Copy button to copy generated password to clipboardl &an then paste it into any
text/password field in any application.

- Drag generated password into any text field that accegg-and-drop.

Customizing Generated Passwords

- Number of characters in the password, charaeteared other settings can be changed in the

dialog itself.

- RoboForm2Go shows bit strength of the generaésgwword. We recommend to have at least

64 bits there.

Using Password Generator to Change Password in Onk Account

How to change your password in online accountgassword generated by Password
Generator:

- Login into your account and go to Change Passweation.

- Mouse over Generate button and click Generatet@ new password.

- Click Generate -> Fill to fill the generated paesd into online form.

- If you have several password fields on the fooid Gnd new password), select fields to be
filled.

- Click Submit button to make the change on the sit
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- Log out from the account.

- Go back to login page using GoFill on the oldgzasd.

- Fill the newly generated password using the Gares Fill button.

- Click the Login button.

- AutoSave offers to save newly generated passwibiithe official login page.

' $

/ ( * RoboForm Master Password for Passcard E]
1

Enter RoboFarm Master Paszword that opens
If other people have access to your compy password-protected Pazscard 'BestBuy'

and you do not want them to view or use

your Passcards, Identities or Safenotes sessesnsnneg
(files), then you should protect these files
with Master Password. We describe ok | [ cancel |

password protection as applied to Passcarers
for brevity. All commands and displays are
the same for Identities and Safenotes.

2 % &

1. Password Protection by Master Password.

Passcard (or any file) is said to Bassword-Protectedoy Master Password if in order to open
and use or edit a passcard you are required to lelaister Password as in picture on the

right.

2. View and Change the
Password-Protection Status of
Identity and Passcard.

To check whether a Passcard |_§ Save & Close | tf: Praotected P Lagaff ;-;é Lagin ,;,\'f; 5 Fill
(Identity) is password-protectedy='s Dowrload | [=

+* Hotmail - Bill - Passcard Editor M=
Passcard Edit  Wiew Action Tools Help

login & bill_wims@hotrmail.com

display it in the Passcard %% Hoteldiscounts _
(Identity) Editor: Meq Hotail - Bil _passwd & billpass
* |f editor toolbar displays <3 Hotmail - Jenry | l00iN0DtiONS &2

Unprotected button with Blue 33 Lycos
Lock icon then this Passcard is fj32 Microsaft
un-protected. Click this button t§zz MyBarkaccour

change protection status to w5 Passport v

password—protected. < > hittp: /Zlogin. passport. netAuilogin, srf?le=1033%id=2
* If editor toolbar displays HTHL Default ProtectediAES) 31.10.2005 14:06
Protected button with Yellow & & o+

Lock icon then this passcard is
password-protected. Click this button to changegutn status to not-protected.

3. Password-Protecting New Files.

You are asked to create new Master Password whemgtall RoboForm2Go for the first
time. New RoboForm2Go files are automatically pcted when they are created, if Master
Password has been setup &adsword-Protect New Passcard/ Identity/ Safenptéon is set
in RoboForm2Go -> Options -> SecuritWe strongly recommend password-protecting files
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that contairsensitive datasuch as user IDs, passwords, credit card numbersacial
security number.

4. Master Password Caching.

Once you enter the Master Password, it is cachatemory, so that you do not need to reenter
it over and over again. Master Password remainsechas long as RoboForm2Go remains in
memory.

When Master Password is cached in memory, RoboReoizaskbar icon and RoboForm2Go
Toolbar icon will turn into a stylized Robot witunglassesWhen no passwords are cached,
the icon is simply Robot without sunglasses.

5. Logoff.

You can force RoboForm2Go to purge cached Mastesvirad from memory by selecting the
RoboForm2Go -> Logoffmenu item on the toolbar or by clicking thegoff button in the
Editor.

RoboForm2Go automatically logs you off (purges eachaster Password from memory)
after 120 mins (2 hours) of inactivity. You can oba this setting in the "RoboForm ->
Options -> Security" dialog.

RoboForm2Go Taskbar icon must be present for Autgelf to work. Taskbar icon is the
agent that auto-clicks the "Logoff" button for you.

More Info.

* Full Manual on Password Protection
* Frequently Asked Questions about
Password Protection

™ Sat Master Password - RoboForm
6. Change Master Passord.

- Change/Remove your Master Pazzword and/ar protect
If you decide to Change your MaSt_er [unprotect] all Passcards and |dentities
Password, you can do so by opening th
. - " Old M azter Pagsword:
Options dialog (select "RoboForm ->

Options" in the toolbar) and clicking "Sq | ***®****see*
Master Password" in the "Security" tab Mew Mazter Password: [] Bemove Master Pazsword

The "Set Master Password" command
will change the password in every e bet b esler Pessiert
passcard and identity, so that you do n§ | *ee*eeessses

have to do it manually. It also has a rag
button option to password-protect or
password-unprotect all Passcards and
Identities. [ ok | [ Concel |

Pazzword-Protection Statuz of all Pazzcards and [dentities:

() Unprotect Al

Master Password may consist of any
characters. It cannot start and end with
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spaces. The length of Master Password can be ang\ifoen 4 to 49 characters. We
recommend to make your Master Password at ledsai@cters long. It must not be any word
or name from the dictionary, so that it cannot &silg guessed using dictionary attack.

7. Dual Master Password (ver 6.4.0 and up).

Dual Master Password allows you to give differevels of access to a passcard, depending on
which variant of Master Password is entered. Duastdr Passwords consists of two parts
separated by backslash "\".

* If only the first part of the password is entef&kample: employee enters "pass") then user
can only Login to passcard but not view or editspasd.

* If both parts of the Master Password are ent¢E@mple: supervisor enters "pass\word")
then user gains unlimited access to passcard vittides viewing and editing.

* Note that the "long" Master Password (both pastg)uld contain at least 4 characters.

Dual Password mode is available only in AES, BlastFand RC6 encryption methods. To
enable it, go to "RoboForm -> Options -> Securdapt check "Dual Password" checkbox.
Passcards saved when Dual Password mode is Ohawél the special interpretation of
backslash inside the Master Password, as desatimee.

How to migrate to Dual Password system:

* In RoboForm2Go -> Options -> Security select AB&wfish or RC6 encryption algorithm.
* Check Dual Password checkbox in the same tab.

* Click "Resave Files" button. Enter old mastergvesrd and new master password in the
form "pass\word". This will re-protect your passtsawith the new master password.

8. Master Password and Other Passwords.
Each Passcard (or any RoboForm2Go file) is passwatdcted by its own password and this
password is used as a key to encrypt and decrggidbscard.

To reduce the number of passwords that you neeghtember to just one, RoboForm2Go
forces you to use the same password for all RoloZao files.

However, if you changed the Master Password irpdst, or if you have imported Passcards
from another computer then you might have Passqaalected by different master
passwords.

RoboForm2Go caches two most recently entered padswonemory.

(

Identities, Passcards and Safenotes are filesdsitotheUser Data Folder.
Each RoboForm2Go Identity and Passcard is storadsaparate file.

Identity files have &FT extension.
Contact files have RFC extension.
Passcard files haveRFP extension.
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Bookmarks files have BRFB extension.
Blocking Passcards files havdR&X extension.
Safenote files have RFN extension.
SearchCard files haveRFQ extension.
License and option files hawRFO extension.

View User Data Folder.
To view User Data Folder in Windows Explorer, sel&oboForm -> Profiles -> Explore
Folder".

Refresh User Data Folder.
SelectRoboForm2Go -> Profiles ->
Refresh Folderto refresh
RoboForm2Go file from the files in

User Data Folder. RoboForm2Go
caches contents of User Data Folder in
memory, so if you made changes to this
folder using Windows Explorer or

other file manipulation programs, you
must refresh RoboForm2Go file cache.

Change User Data Folder.

SelectRoboForm2Go -> Options ->

User Data -> Set Foldeland choose a

new User Data Folder. Once you click

OK, RoboForm2Go will start reading

Identities and Passcards from the

selected folder and saving new , 7

Passcards and ldentities to the selected folder.

When you change the User Data Folder, RoboForm2@e dot copy RFT and RFP files from
the old folder to the new folder.

Where are RoboForm2Go user files stored on USB disknd how to change location of

this folder.

RoboForm2Go Data files (Passcards, etc) are storedider "\My RoboForm Data\Default
Profile" of your USB disk. To change the folder w&F Data is stored, use "RoboForm2Go
-> Options -> User Data -> Set Folder" commandtiSeon Portable.ini file provides more
details on how RoboForm2Go data files are seartdresh USB drive when RoboForm2Go
starts up.

)

Backing up and restoring RoboForm2Go User Datassqgopying files. You can do it yourself
or RoboForm2Go can do it for you.

Backup User Data.
- In "RoboForm -> Options -> User Data" click "BagK button.
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- Select a folder to which you want to backup (Qopmur Passcards and ldentities.
- RoboForm2Go will erase all files in the destioatfolder and then
- RoboForm2Go will copy your user data files to tlestination folder.

Or you can use Windows Explorer to copy all filesti RoboForm2Go User Data folder to
backup folder.

Restore User Data.

In "RoboForm -> Options -> User Data" click "Restbbutton.

- Select a folder from which you want to restorepy) your Passcards and ldentities.

- RoboForm2Go will erase all files in current UBeta folder and then

- RoboForm2Go will copy your RoboForm2Go data fiiesn restore folder to User Data
folder.

Or you can use Windows Explorer to copy all filesi your backup device to User Data
folder.

Copy from Computer A to Computer B.

- Backup data from Computer A to a backup devideine such as floppy disk.
- Insert this device/volume into Computer B.

- Restore RoboForm2Go files from backup device.

Or you can use Windows Explorer to copy all filéedtly from one computer to another.

Refresh after Restore.

If your restore Passcard and Identity files by éogyhem to My RoboForm2Go Data folder
using Windows Explorer or any other file copy prgr, then you must ask RoboForm2Go to
re-read the files after the copy, because RoboFGordbes not know that files have been

updated.

SelectRoboForm2Go -> Profiles -> Refresh Foldeto make RoboForm2Go re-read all user
files.

I( # # (

& ! & ( (

Available only in RoboForm2Go Pro.

RoboForm2Go Profile.
Each RoboForm2Go Profile is an independent seas$&ards, Identities and Safenotes that
has a separate Master Password.

Current Profile .
Current Profile is the RoboForm2Go Profile thatusrently seen in RoboForm2Go. Initially
RoboForm2Go creates a Profile for you that hasimed "Default Profile".
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New Profile.

Select "RoboForm -> Profiles -> New" to create riewboForm2Go Profile. Newly created
Profile becomes current. New Profile initially s Passcards or Identities and it has no
Master Password.

Switch Profile.
Select "RoboForm -> Profiles -> <ProfileName>" witsh from one Profile to another.
Remember that each RoboForm2Go Profile has a depdesster Password.

Rename Current Profile.
Select "RoboForm -> Profiles -> Rename" to rendmeecurrent Profile.

Delete Current Profile.
Select "RoboForm -> Profiles -> Delete" to deldte turrent Profile. The Profile that follows
the deleted Profile will become current.

Technical Details

RoboForm2Go Profile is just a folder (or tree dtlsrs) with RoboForm2Go Passcards,
Identities, Safenotes and Master Password in itisBof RoboForm2Go Profiles is computed
as all folders that are: (i) siblings of the cutrBeboForm2Go Profile folder, and (ii) contain
Passcards, Identities, or Safenotes files.

/

i ' ( . (
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Custom fields are defined by you in tGastom tab of the Identity Editor (the rightmost tab).
For each custom field you need to specify (fromtiefright):

%
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Match Rules.

Field Name and Other Match Strings together cartstilatch String List of the custom

field. The Match String List is used to recognizgirme form field by comparing its text
caption with all Match Strings contained in the MaBtring List. Specifically, every Match
String from Match String List is matched againg tbxt caption of an online field. If a match
is found, the Identity field that matched is usedilt the online field.

Example You want RoboForm2Go to fill "Message" field withly Great Speech". This field
may also have captions "Your Comments" and "Séiere"”.

In the Custom tab you find an unused single-lie&dfand you enter into it:

* Field Name: enter "Message”,

* Field Value: enter "My Great Speech”,

* Other Match Strings: enter "Comments”, press ERTEnter "Say It Here".

Check how it works in th€ustom Fields Test Form

Words and Punctuation.

RoboForm2Go matches case-insensitive word sequeAltgsinctuation characters (, . - ! ?)
are removed from both Match Strings and onlinalftekt captions before matching. Select
"Identity -> Save" or click Save (diskette) buttmm Editor toolbar after entering Match Strings
into the Identity Editor and it will show how Mat@&trings will look after punctuation has
been removed.

Example You need to add a custom field for a checkboxioapd "Are you 18! or over?".
In the Custom tab you find an unused single-lie&dfand enter into it:

* Field Name: enter "Old Enough™ (will work as a teiatoo),

* Field Value: enter "X",
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* Other Match Strings: enter "Are you 18! or ove#®d click Save. It will turn into "are you
18 or over" which will be used for matching.
Check how it works in th€ustom Fields Test Form

Multiline Custom Fields. (Pro Version Only)

One field at the bottom of the Custom Tab is a riulé field. It has more than one line in its
Field Value. This field will increase its size asuyadd more lines to it. Also if you fill unused
multiline fields at the bottom of the Custom tabptner empty multiline field will be added
when you click Save or reopen the ldentity Edi®o.the number of multiline fields is
unlimited.

Example You want RoboForm2Go to fill in a resume for yattan online job search site. Add
a custom multiline field named "Resume" (this wilhtch any caption with word resume in it)
and assign it a multiline value "John Smith <ENTEMRtuCon 1997-99<ENTER>Chief
Designer".

Check how it works in th€ustom Fields Test Form

Check-Box Fields.

RoboForm2Go can robo-fill checkbox fields (RoboFa@o has no standard checkbox fields,
S0 you need to create a custom field). The Matdhd of this field will be matched against
the text caption of the online checkbox field. @sgy "*" value to cause checking of the
checkbox field, use "0" value (starting with RF 8€9.4) to cause unchecking of the checkbox.
Empty value " tells RoboForm2Go to ignore the dimxx (no checking or unchecking).
Example Add custom field named "18 or over" and assigmit™*" value. It will check any
check box that has "18 or over" in its caption. Bee it works in theCustom Fields Test

Form

Radio Button Fields.

RoboForm2Go can robo-fill custom radio button fee{€redit Card Type is an example of a
standard radio button field). To make this happesate a custom field. RoboForm2Go breaks
an online radio button field into a field captiomddist of field values. The caption of the

online field is matched against the Match Strinfgaur custom field, and the value list of the
online radio button field is matched against thi@af your custom field.

Example Add custom field named "Marital Status”. Assigamy of these values: "Married",
"Single", "Divorced", "Widow". See how it works the Custom Fields Test Form

Subset Matches and Exact Matches.

The Match String of the custom field matches a saqga of words in the online field caption,
so that the matched word sequence must be a saftibetentire online field caption. Words in
the sequence must be exactly the same and their wnalst be exactly the same. The case of
words (lower, upper or capitalized) is disregardadugh.

Sometimes you want to specify Match Strings thaicméhe entire field caption but not its
subsets. Use "=Match String" for this.

Example If you specify "=Comments" as Other Match Stringthe Message field, then it will
match only fields that have the "Comments" capbiohnot the field with "Your Comments"
or "Comments Here" captions.
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HTML Field Name Matches.

We do not believe in using HTML Field Names in nhéitg, because often these names do not
make much sense and can even be misleading. Baiiffield has no text caption at all (for
example: it only has a picture caption), then HTNHLd names are used for matching. So if no
match is found using regular text captions, Robofa8o tries to match a field by its HTML
name. All custom field Match Strings are used is thst-resort match attempt and spaces
between words are disregarded in HTML field ID rhatc

Example Add custom field named "Attitude", its value bgitPositive". The field that has
picture as a caption and "attitude" as its HTML eamill match in theCustom Fields Test

Form
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